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Modern cryptography

CRYPTO WORK HORSES

Symmetric encryption Digital signatures

Hashing
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Oblivious transfer — Problem statement
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Oblivious transfer — Problem statement
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Oblivious transfer - Tension

N

Privacy of citizen & Proportional processing

confidentiality investigation <1> of personal data

towards sources by ministery of justice




Oblivious transfer - Concept

N

/ E //////////////

> Smals




Oblivious transfer - Groups

I learn that ? has access N/ | want info about In reality
to a record with SSN of the 67.3.23-940.89
form xx.xx.xx-xx0.89 > SSc

= S

Group 0
XX.XX.XX-XX0.00

XX XX. XX-xX0.89

Group 1

XX XX.XX-XX0.01 oT

Group 2
XX.XX.XX-XX0.02

Population: 11 400 000
Grouped according to 3 trailing digits in SSN
Average group size: 11 400 records

=>1 out of 11 400 OT

Group 996
XX.XX.XX-XX9.96




Oblivious transfer — Implementation & performance

E Sender ? Receiver
%»
L/

S§ E BS S§ E ES
B E E B E E
BS E EC
o c > BS B E EC

256 bit security, standard laptop

_ 1 out of 1000 records 1 out of 10 000 records 1 out of 25 000 records

C C C C C C C

B C C C C C C C C C
Smals Research Java implementation
Setup S E S Fast and Universally-
E S S S ¢ E S Composable Oblivious Transfer and Commitment Scheme with
B ES S Adaptive Security E SE BS 2017
B EBB ESC E & B 8 ES S E S E E E C A Framework for
CXE Efficient and Composable Oblivious Transfer.

BcS E CRYPTO 2008



Oblivious transfer

Concept
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Joining personal data
\

Fictional example

Citizen selection

> C CC
> $

Required data
> BS8 B8 C
> E ESC

Cooperation by multiple organisations required

Belgian Cancer Registry
g ..

RSZ - ONSS - LSS RSVZ

)

SS
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Joining personal data — Current practice

Selectie INSZ
Selectie INSZ
1.PIANSZ
GP Data INTEGO DB registratie in de -
ziekenhuizen > VAZG SPOC NIC
Databeheer INSZIC1/RN
2 PatientDinteg 5.RN/ PIC/INSZ INSZ/PIC/RN
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3.PatientiDintego
Pathedidoc \
Licnr
4.1.INSZRN TTP eHealth
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Cproject
4 Cproject/RN
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Context

Joining and pseudonymizing
personal data from multiple
sources for research purposes

Scenario

Citizen selection

» All persons self-employed as
secondary activity

» With a wage above € 50 000 /
year as employee

Required data

» Specific medical data

» Data about insurance as
independent

Issues

» Data leakage towards
senders and/or TTP

» Extra intermediaries
increase complexity

Oblivious join — Data leakage

Potential traditional approach

RSZ - ONSS - LSS
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Oblivious join
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Oblivious join

TTP (Trusted third party)
cc S
E EC
C &S
ES C B Bc TTP Researcher
» BB ccB E E ‘ <« E B > (Receiver)
cC B
RSZ - ONSS - LSS SNy -
> & Ss =N2X
¢ ==
TP |ec_<0 | SEB
=P < > = e
RSVZ s\i ‘
; =
Belgian Cancer Registry
C EB @\
IW.< >

& Smals
ICT for soclety




Oblivious join

Sender 1
< C E Bg>
Sender 2
B
—
Identificator
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Oblivious join

Sender 1 € TTP
EB (Receiver)

TR B
CIEE

Sender 3

Pseudo- € Repseudo- |dentificator EB
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Current practice Vs. Oblivious join
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Current practice Vs. Oblivious join
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Oblivious join
Status l

» First library for test and
demo purposes
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Advanced cryptography - Conclusions

c c B Smals research sees opportunities within government context
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Complex or hard to attain goals in a traditional way?

Functional Security & privacy (GDPR)
requirements requirements
DA< kristof.verslype@smals.be Ongoing research
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